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JEMHMXUHEP W

KAHA/bI AN1A P3A B POCCUUCKOM SNIEKTPO3HEPTETUKE

BY kaHanbl

= kaHanbl ans AnddepeHumanbHo-dasHbix 3awmT (AP3) v HanpaBneHHbIX 3awuT ¢ BY
6rnokuposkoi (H3 ¢ BYB)

" KaHasbl 4519 YCTPOUCTB Nepefayn aBapuidHbix curHanos 1 komaHg (YMACK) B komnnekrax
ctynenyatbix 3awut (KC3) n cuctemax MA ansa nepegaum komang P3 v MA

Kananb! no BOJIC (BbigeneHHbIe onTuyeckne BONOKHA U LM poBbIe CeTH)
" KaHanbl 455 NPO4OoNbHbIX TOKOBbIX AnddpepeHumanbHbix 3awmT nuHui (O3J1)
= kaHanb! anst YMACK B KC3 u cuctemax MA ans nepegaun komang P3 n MA

= B MEPCNeKTUBE KaHasbl ANs yAANEHHOro ynpaBneHus 13 NporpaMMHO-TEXHUYECKNX
komnnekcos (MTK) Ha aucnetyepckux ueHtpax (AL) v ueHTpax ynpaBneHus ceTsamu
(LUYC) yctpoirctBamu P3A Ha o6bekTax

INNokanbHble ceTn Ethernet

" nepegava faHHblx oT ycTponcTs P3A B cucTeMbl aBTOMATU3MPOBAHHOTO YpaBneHus
TexHonorndeckumu nporieccamu (ACY TIT)

= B MepCneKT1Be KaHasbl A1 ANCTaHLMOHHOrO yrnipasneHus yctponcteamu P3A n3 ACY TI
= B MepcnekT1Be MHHOPMaLMOHHbLIN 0BMmeH cornacHo MAK 61850
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HHMXHUHKPWHI

NOPAXEHUE BY TPAKTOB ®3 U H3 C BYb
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Bo3MOXHble HECaHKLMOHUPOBAHHbIE AEeCTBUS
= HapyweHve BY tpakTa, npusogsLLee K He NPOX0oXaeHWo curHana annapatypsl BY 3awur,
MOXET BbI3BaTb NOXHOE JEVCTBUE 3aLLMT TOMLKO Npu BHewHeM K3
" BBOJ CMrHana Hecyllei 4acToTbl, YTO UCKITKOYNUT Hanuyme nays npuHuMaemom BY
curHane, — oTcyTcTeue cpabatbiBaHus BY sawmt npu K3 Ha sawymwaemon nuHum

«HaBogka» BY curHana HecyLen yactoTbl npueMonepedarynkos Ha nposoga J19M
MEeTOAAMM PaaN03NEKTPOHHON BopLObI TPEOYET HOMbLION MOLLHOCTY NepeaatoLLero
YCTPONCTBA U AOBOSIbHO rabapuUTHOTO aHTEHHOIO YCTPOWCTBA — MPaKTUYECKas peanuaaums
KpalHe 3aTpyaHUTeNnbHa

ABTOKOHTPOSb B annapatype BY sawwut BbigBuT faHHble HapyweHus B BY TpakTe
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HHMXHUHKPWHI

NOPAXEHUE BY TPAKTOB YTACK
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BO3MOXHble HECAHKLMOHMPOBAHHbIE AENCTBUS

" HapywweHue BY tpakTa, BbisbiatoLlee He npoxoxaeHue BY curHana YMNACK, yto byaert
Ccpasy 0BHapyXeHO NPUEMHUKOM MO MponagaHnio KOHTPOSTbHOTO/OXPaHHOTO curHana

= BBOZ CUrHasa ¢ 4acToToW KOMaHZb! Unmn apyroro bonee CRoXHOro curHana, Kotopbiu
COLEPXUT B CMEKTPE YacTOTbl KOMaHZ (HanpuMep, curHana Mogema), YTo He Bcerga
MOXeET BbITb 06HapyxeHo npuemuunkom YIMACK, — Bo3MoxHa noxHas pabora
NPVUEeMHIKA U NPOMYCK KOMaHA (3aBUCKT OT KOAMPOBAHUA 1 anrOpUTMOB B NPUEMHUKE)
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KoaupoBaHHHBIE CUrHanb! KOMaHa




NOPAXXEHUE KAHAJTOOBPA3YIOLWEIO B4 ObOPYAOBAHUA

CerogHs B pOCCUICKOW 3MNeKTPO3HepreTuke ynpocTutb obecneyeHne Ub Ha ypoBHe
kaHanoobpasyouero B4 obopynosaHus no3sonsoT

orpaHuyeHne huan4eckoro 4ocTyna kK 06opyaoBaHmIo

UCKIKYEHME OUCTAHLMOHHOTO M YAaneHHoro JOCTyna ¢ npaBaMut Ha U3MeHeHWe
nporpaMmHoi Yactun BY obopynosaHus, ero koHurypauum n napameTpos (ans
aKcnnyaTauum u TEXHUYEecKoro obcnyxmeaHus kaHanos ans P3A oH He obsizaTeneH)

KaK npaBumno
thmsnyeckoe pasHeceHne B BY obopyaosaHum nopToB ynpaBneHnst U MOHUTOPUHTa
peanusauus BY obopyaosaHus 6e3 Mcnonb3oBaHMs onepauyioHHbIX CUCTEM
HeCTaH4APTHbIE CXEMbI OpraHM3aLumn CnyxebHbIX 1 yNpaBnsoLWmX KaHanos

B HaCTOsILLEee BPEMS, HO He B MePCreKkTnBe, OTCYTCTBME ANCTAHLMOHHOIO M YOalIleHHOro

[ocTyna ans ynpaenexust pexumamn BY obopyanosaHus

3awuTa nepumeTpa 06beKTa OT NPOHUKHOBEHWS 3MOYMBILLIIEHHMKA U UCKIOYEHME
BO3MOXHOCTM AMCTaHLMOHHOro/yaaneHHoro goctyna k BY obopynosaHuio 3HaunTensHo
3atpyoHstoT nopaxenue BY kananos gna P3A

OpraHu3oBatb knbepataky, Kotopas NnpuBeAeT K 04HOBPEMEHHOMY OTKa3y DOMbLIOMO YMcna
BY kaHanoB pa3nunyHoro HasHaveHusa ans P3A, npakTU4eckn HEBO3MOXHO
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KAHA/bI ANA A3/ U YIACK NO BbIAENEHHBIM ONTUYECKUM g grusxcnnup T
HUTEA

BOJ/IOKHAM (OB)

Bo3MoXHble HECAHKLMOHMPOBAHHbLIE OENCTBUS

NOSTHOE WMITN YaCTUYHOE HapyLIEHUE LEeNOCTHOCTH
BblaesieHHbIx OB — yunThiBas 10, YTO 9TO MOXET
NPOV30oNTN 1 Be3 yyacTust 3oyMbiwneHHuKa, A3 v
YNACK o6513aTenbHO JOMKHbI 0BHapyKnBaTth MX
NoBpeXaeHue (OTCYTCTBIE NPUHUMAEMOrO CUrHana u
Hannume oWmnHOK B MPUHUMAEMBIX AaHHBIX)

npwn usndeckom goctyne k OB peannsyem HeCaHKLMOHMPOBAHHLIN CbeM U3 1 BBOZ B HUX
OaHHbIX, YTO MOXET BblTb MCMOMNbL30BAHO ANS AOCTUXKEHWS noxHoro genctsus A3 nnu
npnema noxHon komanasl YIMACK (3rnoyMblLUNeHHUK JOMKEH 3HaTb JIMHENHOE
KoZupoBaHu1e, NpoToKos1 0BmeHa 1 cnocob KoaAMpPOBaHMA AaHHbIX, T.e. N0 CyTV Aena
peanu3oBatb kaHanoobpasytllee 0bopynoBaHue, YTo SBNSETCS HENPOCTOM, HO
pelaeMon 3agaveit Npu NPUBIEYEHNN CYLLECTBEHHbIX PECYPCOB 3asaveil)

obopynosaHue A3J1 n YNACK, pabotatowme no BoiaeneHHsiv OB, Takke siBnsercs
MULLEHBIO AN19 HECAHKLMOHMPOBAHHOIO BO3AENCTBNS; ynpocTuTh obecneverue ero Ub
MOTyT Mepbl, NEPeYNCreHHble paHee ans kaHanoobpasyuwero BY obopynosaHus
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KAHANbI ANA A31 U YNACK NO CETAM SDH/PDH

BONbWWHCTBO LMGPOBLIX CETEN AN Nepeaayn TEXHOMOMYEeCcKoro n KoprnopaTuBHOMO
Tpadmka B POCCUMNCKON SNEKTPOIHEPreTHKE CETU NMOCTPOEHO Ha ba3se TexHonorum SDH/PDH

MopkntodeHne YNACK v A3J1 k mynbtunnekcopam goctyna SDH/PDH nponssoguTtes no
CMHXPOHHbLIM UHTepdencam G.703.1, X.21, E1 n C37.94

YcTpoucTteo

P3A

YOoaneHHbI 4OCTYN No kaHanam ynpasneHust K nibomy MynbTUnnekcopy AoCTyna B CeTyn
SDH/PDH Ha Bcex NMC nossonset

= OCYLLECTBNSATb MOHUTOPWHI BCEN CETH
" U3MEHATb KOHUTYPaLMIO 1 NapamMeTpbl MyMbTUMNNEKCOPOB
® BKIOYATb M BbIKIOYATb B MyNbTUMNEKCOPAX TECTOBbIE PEXUMbI
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MNOPAXEHMA KAHANOB ANA A31 U YNACK B CETAX SDH/PDH (1)

Bo3moxHble HECaHKUMOHNPOBAHHbIE [ENCTBUS N0 KaHanam ynpasJieHUA

" MOJHbIE UMK YaCTUYHbIE HAaPYLLEHUS KaHANOB — YYKUTbIBAs TO, YTO 3TO MOXET NPOU3ONTU
n 6e3 yyactus anoymbiwneHHuka, A3J1 n YIMACK obszatensHO 4OMKHBI X 0BHapyXuBaTh
I'T1 B oTnnyme ot BY kaHanos v BbigeneHHbIx OB BO3MOXHO MPaKTUYECKNX
OOHOBPEMEHHOE nopaxeHue Bcex kaHanos ans P3A B npeagenax Bceit cett SDH/PDH, 1
9T0 He0bXOAMMO Y4MTbIBATL NPK NOCTPOEHUN cuctem P3A

" NM3MEeHeHWe KoMMyTauum kaHanos ans P3A — Bo3MoxHb! oTkmoveHre 311 gsyx J19MM
unu/v nepepava komang YMACK He Ha TOT 06bekT ¢ nocneaytLLen CMCTEMHON aBapuen

nc 1 nc 2

YcrpoiicTBO YcrpoicTBo

P3A P3A

nc3 \ s rc 4

Yctpoiicteo -‘ v YctpoiicTeo
P3A - = P3A
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NOPAXEHMA KAHANOB ANA A371 U YNACK B CETAX SDH/PDH (2)

=  BKIIOYEHME NOKaNbHbIX 1 YOaneHHbIX LWendoB, KOTOPbIE NOMOratT TECTUPOBATh
obopyaoBaHue 1 kaHanbl Npu Hanaake

Nnc1 Mnc2
I "~

YctpoiicTeo i = YctpoucTeo

P3A : P3A

TNokanbHbiM wnend YnanenHbl# wnend

B A311 1 YNACK Heobxoaumbl MexaHu3Mbl, GIOKMPYIOLLME UX OENCTBUE NPY HENPaBUIbHOM
KPOCC-KOMMYTaLMW KaHanoB 1 akTuBm3aumm yHKLMIA 3aBOpOTa AaHHbIX LUnendamm

[Mpobnembl ¢ UB MoryT 6bITb B apeHA0BaHHbIX Y ONepaTopoB CBSA3M kaHanax

LocTyn ¢ uenbto ynpaBneHns, MSMeHeHNs NporpaMMHOMN YacTu, KOHGMrypaLmm, napameTpos
pexumoB pabotbl ycTponcts P3A 13 cetn SDH/PDH no nHtepdeiicam G.703.1, X.21, E1 n
C37.94 HeBO3MOXEH (ecnu HeT NpeaBapUTENbHOW OrOBOPEHHOCTN peanusauymn aToro Mexay
NPOM3BOAMTENSMU MYNbTUMNEKCOPOB JoCTyna 1 ycTponcTs P3A)

Ynpoctutb obecneyeHne Ub yctponcts P3A, pabotatowmx no cetsim SDH/PDH, moryT mepb!,
nepeyncnexHble paHee Ans kaHanoobpasytowero BY obopynosaHus

VckntoveHne — BCTPOeHHbIe B MynbTunnekcopbl goctyna mogynu YMACK
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BCTPOEHHbIE B MY/IbTUN/IEKCOPbI AOCTYNA SDH/PDH MOAYNU

YMACK (MOAYNW NEPEOAYN KOMAHZ, P3 U MA)

lpumepbl BCTPOGHHbIX B lﬂC 2
MynbTURNEKCOPbI AoCcTyna :
mopynen YMACK: I -------
» TEBIT 8 FOX512/515 (ABB) M€ 1 NV
» TEPI1 8 FOX612/615 (ABB)

ncs3
= PBS v 4PBS 8 PCM30U-OCH 1
(TTC Marconi) _ _ NMS
= TP & MegaPlex MP-4100/4104 R0 R
(RAD)

B03MOXHOCTb He TonbKo HapyweHus kaHana ans YMACK, Ho 1 n3ameHeHus KoHurypawmum
camoro YNACK (Hanpumep, nepeHasHayeHne ANCKPETHBIX BbIXOAOB KOMaHA)

BOnbLMHCTBO MyMbTUMNIEKCOPOB HE UMEKOT CPEACTB KOHTPOMS M hnKcaLmum
HECaHKLIMOHMPOBAHHbIX BO3AENCTBUI 1 YNIPaBMeHus!, 1 Aaneko He BCEraa BO3MOXKHO
YCTPaHEeHMEe 0OHAPYKEHHbIX «Y4EePHbIX XOA0B»

Hanunuve mexaHn3MoB KOHTPOMS U PUKCALMM HECAHKLMOHMPOBAHHBIX BO3LENCTBUN U1
ynpaBneHus He BXoAMT B cocTas cpeacTs obecnevenns UB npu ceptudomkaumm B @CTIK

[pu paccnefoBaHUM TEXHOMOMMYECKUX HapYLUEHNA HEBO3MOXHO JOCTOBEPHO YCTAHOBUTb,
b1 m cbon B paboTe BcTpoeHHoro B Mynbtunnekcop YMACK, niv 6eino
HeCaHKLMOHMPOBaHHOE BO3AENCTBME HA HEro MO KaHarnam yrpaBneHus
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KAHANbI ANA P3A NO CETAM MPLS

YBernuyeHve LOonu NakeTHoro Tpaguka B
ANEKTPO3HEPreT ke — HEOOXOANMOCTb
MUrpaLLM K CETAM C NaKeTHOW
KOMMYyTaLmen, Hanpumep, Ha base
nepcnekTMeBHon TexHonorun MPLS

[pobnembl obecneyeHmns UB B ceTsx MPLS npakTuyecku Te xe, YTO 1 B CYLLECTBYHOLLMX
cetax SDH/PDH

Ho ecTb HEKOTOpbIE OTINYUS: Hanpumep, BONbLIKMHCTBO NopaxeHui kaHanos ansg P3A B
cetax SDH/PDH bypnet obHapyxeHo ycTporncteamn P3A npakTuyecku cpasy u3-3a ux notepu
WU NCKAXXEHWS B HWX JaHHbIX, a B ceTax MPLS nopaxeHue kaHana ans P3A MoxeT BbITb
0BHapyXeHO Janeko He cpasy

HecaHKUMOHMPOBaHHOE M3MeHeHMe npuopuTteTa KaHana ang P3A ¢ BbICOKOro Ha HU3KMIA
ByneT NposBAATLCA TONBKO MPU LWITOPMOBBIX Harpy3kax B CETHW, YTO 3aTPYAHWUT MOUCK NPUYKHLI
ero nepuoamyeckunx otkasos (kaHanol ans P3A 6yayT notepsHbl npy ntoboit DDOS aTake,
HaLleNeHHOW Aaxe He Ha TEXHOSIOTMYECKIE, a Ha KOPMNopaTUBHbIE CUCTEMbI)

[MoaTomy npw akcnnyartauyuv yctponcts P3A, ncnosb3aytowmx kaHansl no cetam MPLS,
crnefyet yOensaTb Cepbe3HOe BHUMaHMe BCEM (DUKCUPYEMBIM UMK, fiaXe OYeHb
KpaTKOBPEMEHHbIM, HapYLUEHUSIM KaHasoB
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NAPANNENBbHOE UCNOJ1Ib3OBAHUE BY KAHA/IOB U KAHAJTIOB NO

BOJIC

YMACK JRERLEEEY T
no Bonc PREICEIEN Baf CeTh
3au.w|u.|aemaﬂ nan
Komanael P3
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OpraHu3oBath kubepataky, KoTopast OAHOBPEMEHHO BbIBEAET U3 CTPOS KaHanoobpasyoLee
obopyanosaHue no BY kaHanam 1 no BOJIC, 4OBOMBHO CROXHO M NPAKTUYECKU HepearibHO
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AUCTAHLIMOHHOE U YAANEHHOE YNPABNEHUE PEXXUMAMM weoxcus R
HUTEA

YCTPOUCTB P3A

YC/
| uyc !/ au | nc
- 1
NnTK @ ACY TN
(ynaneHHoe S
et \ (aucTaHumoHHoe
ynpasneHue)
BO3MOXHO KCnonbaoBaHmue Yctpoictea P3A
dpeHd0BaHHEIX KaHanoe (MeCTHOB ynpaBneHme)

BHeapeHWe OMCTaHLUMOHHOTO 1 YOaneHHOro ynpaBneHus — OTCYTCTBUE C TOUKM 3peHns Ub
npeuMyLLecTBa napannensHoro 1enonb3oBaHus kaHanos no BY tpaktam n BOJIC, T.k.
3MOYMbILLNEHHUK UMEET BO3MOXHOCTb BbIBECTM 3 paboTbl BCe kaHanoobpasytLlee
obopynosanue ans P3A Ha IMC, B ToM yucre 1 camu 3aLuTbl, NPAKTUYECKN OAHOBPEMEHHO

OTka3 kaHanoB Ans yaalieHHoro 1 ANCTaHUMOHHOrO ynpasneHna — ero notepa, Ho AaHHad
YaCTU4YHaA noTepA (byHKLWIOHaJ'IbHOCTM Aonyctima n3-3a BO3MOXHOCTU MECTHOIO yrpaBneHns

|/|3OJ'IF|L|,VIH nokansHon cet Ha MNC Tonbko obecneveHnem ee 3allnTbl NO NepuMeTpy bes
MCMONb30BaHUS B HEW cneymanbHOro kKognposaHud, NPOTOKOJI0B U T.4. HEBO3MOXHA

MUHUMM3aLMS Yrpo3bl HECAHKLMOHMPOBAHHOIO YNpaBneHus pexumami yetponcts P3A npu
[OCTYMe K Mexayo0bekToBOW Ui BHYTPMOOBEKTOBOW TENEKOMMYHUKALMOHHON Cpeae —
MCnonb30BaHWe ayTeHTUdMKaLMK K KpunTorpadum, Hanpumep, cornacHo MIAK 62351
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HHMXHUHKPWHI

3AK/TIOMEHUE

= Ob6ecneyeHne UB cuctem P3A, ncnonbayowwwmx BY kanasnsl n/wnwn kaHans! no BOJIC,
TpebyeT KOMMMEKCHOro Noaxoaa, BKMtoyatoLero B cebs kak opraH13alnoHHbIE MEPbI, Tak 1
TEXHWYECKMEe peLLeHns

* [Npu ncnonb3oBaHun kaHanos Ans P3A no uupoBbIM CETAM CregyeT yunTblBaTb TO, YTO
BCE OHW MOTYT ObITb NOPaXEHbI NPAKTUYECK OAHOBPEMEHHO, U AANEKO He Bceraa aTo
nopaxeHue byaeT onepaTMBHO 0BHapYKEHO

= BHeceHve dyHKUMi kaHanoobpasytowero obopyaosanus cuctem P3A B ceTeBoe
obopyaoBaHue co3gaeT AoNoNHUTENbHbIE Yrpo3bl x B

= BHeaOpeHue OUCTaHLMOHHOTO U yAaneHHoro ynpasneHus TpebyeT obecneyeHne BbICOKOro
ypoBHs UB, T.K. ycneluHas knbepaTaka MOXET UMETb KpalHe CepbesHble NoCneacTBus

= Bonpocbl obecnevenns Ub Heob6Xx0aNMO yunTbIBATL HE TOMBKO Ha dTanax akcnnyaTtauum n
npoekTupoBaHus cuctem P3A, HO 1 Ha aTane pa3paboTku kaHanoobpasyoLlero
0bopyaoBaHMs Ans HUX
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B HALLEM NIMUE Bbl HAMOETE HAOEXXHOIO
NMAPTHEPA OJ1A PEWLHEHNA BAWWMX 3AOA4

CIMNACHNBO 3A BHUMAHWE

Odwmc: MpousBoacTBO:

111024, Mocksa, yn. 2-ast KabenbHas a.2 ctp.1, 111024, Mockea, yn. 2-as KabenbHas a.2 cTp.1,
Tepputopus 3aBoga MKM Tepputopus 3asoga MKM

TenedoH: +7 (495) 651-99-98 TenedoH: +7 (495) 651-99-98

E-mail: info@uni-eng.ru E-mail: info@uni-eng.ru
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